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12 fundamental digital capabilities 
for brand protection management 
 

 

I t  is already a clear trend with digital solutions to target specif ic industry 
needs. We are start ing to see players entering into the brand protection 
management business after we have played here along for more than a 
decade. Now, it ’s t ime to talk about what makes a great brand protection 
management tool or IP enforcement management tool.   

In general,  “ intuit ive”, “affordable”, “user support”, “security cert i f ied” are 
common mandatory requirements for al l  management software. But 
“continuously upgrade cloud base solution”, “hosted in a secured country” 
and “scaleable” are often forgotten by non-technical evaluators.   

Must-have digital  capabil i t ies for brand protection management 

Here are 12 must-haves you do not want to miss when selecting a case 
management system for your team.  

1. Statistics and reporting  
One of the ult imate goals is to be data-driven and to make smarter 
decisions. As long as you spend t ime entering structured data, the system 
should help you quantify your enforcement effort and give you reports as 
output. And this is also the real-t ime to test i f  the system architecture is 
bui lt  in a desirable way.   

2. Local email integration  
You definitely don’t want to have too many tools sending you messages, 
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notif ications, and emails at the same time. To avoid this stress and 
confusion, the tool you are using has to connect to your  Outlook or Gmail 
so you only need to keep track of al l  your cases in one place.  

3. Analytics among cases, targets, and products  
Links and patterns can be detached by the system itself as well  as manually 
added. Addit ional ly, they could be presented in an overview or dri l l  down to 
detai ls.  

4. Overview of different types of cases, status, involved products and 
targets 
A nicely designed system wil l  show al l  needed information on one page, 
without bothering you to cl ick several places. Moreover, i t  should be 
structured and you get mandatory f ield val idation while entering data.    

5. Task tracking and enforcement milestones 
Unlike other generic case management solutions, brand protection has its 
own special terms and workflow for professionals. The system should al low 
you to easi ly see the enforcement steps and results you have taken, 
meanwhile have a good track of your own deadlines and tasks you assigned 
to others internal ly or external ly.   

6. Product knowledge library 
What might start as an onl ine counterfeit ing issue might end up as an off l ine 
case. It  means the tool needs to support your off l ine investigation, test 
purchase, raid action, and product identif ication process. Most importantly, 
i t  must help you to keep your genuine and fake product knowledge for 
making reports to authority, sharing verif ication ski l ls, and data analysis. 
This is the key to improve your performance rel iabi l i ty and eff iciency. 

7. Target management  
A well-designed system wil l  store both company and individual data smartly 
so that you can f ind matches and bui ld connections among them. Also it  
al lows you to create extra f ields such as mult iple phone numbers, contact 
persons, addresses, social media l inks, etc.   

8. Full-text search 
A compell ing search function is not only about the abi l i ty to search on 
keywords, but to present the result in an intuit ive interface. The search 
should also cover the t it le and content of the f i les you uploaded.   

9. Communication for both internal and external users 
Since the brand protection teams often heavi ly rely on external counsel, 
anti-counterfeit organizations and investigators in the local market, a 
common case reporting and communication channel needs to be bui lt  for 
both sides to work with.   

10. User accessibil ity settings 
Enforcement related data are highly confidential and need to be disclosed 
on the “need to know” basis. Therefore the system needs to al low the brand 
to set up f lexible accessibi l i ty rules for internal and external users.  
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11. Bulk changing data and assigning tasks 
I f  you work with a large number of products and cases, i t ’s a hassle you 
have to change data in each single product or case. A function that helps 
you to change data in one go wil l  make you feel so rel ieved.   

12. Existing case migration or data transferring 
The old case and target information is part of your asset that shouldn’t be 
lost when you move to a new solution. Either the project wil l  conduct a data 
migration for your exist ing data or at least upload your target l ist so you are 
always accumulating more intel l igence.  
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